Abstract
Introduction
Digital watermarking is the art of protecting the multimedia data by hiding a special mark which can be detected again to verify its ownership or authenticity. Usually, a robust watermarking is used to protect the copyright, while a fragile or semi-fragile watermarking is used to verify the authenticity. Authentication of image data is a challenge task. Content modification or tampering is defined as an object appearance or disappearance, a modification to an object position, or changes to texture, color or edges. Image watermarking algorithm has several essential properties. Such as, transparency indicates the quality of the original digital media should not perceptually degrade; sensitivity measures if the watermark is robust to resist normal image processing (such as JPEG compression) while it is fragile to malicious tampering to image content; security makes sure the watermark can not be removed illegally [1] .
Watermarking is hot off the press since Schyndel firstly published an article on it in 1994 [2] , and new watermarking algorithms still be published nowadays [3] . In 1995, a method for image authentication using digital watermarking was first proposed by Walton [4] , in which the concept of the least significant bit (LSB) is introduced to embed a watermark. Although the scheme is immature, it has had a profound impact on subsequent research. Watermarks used to authenticate those with different tolerances of image data modification based on a variety of purposes. Generally, image authentication systems can be divided into two categories. Accuracy authentication, also known as hard authentication or complete authentication, focuses on the integrity of image data, even if non-malicious tamper (such as JPEG compression) is not allowed. Fragile watermarking is usually adopted to achieve the target [1] ; Fuzzy authentication, or soft-level authentication, focuses on the protection of the image content. Semi-fragile watermarking algorithm is used to reach the purpose [5] .
In the literature [6] , the original image was binary encoded after JPEG quantization of low frequency DCT coefficients, then encoded data was embedded into the least significant bit of the image, which can be used to restore the original image. Queluz proposed techniques to generate digital signatures based on moments and edges [7] . In the literature [8] , Lin and Chang find the invariants relationship of DCT coefficients which can be used to authenticate image content. Most of the algorithms are currently focused on the tolerance of anti-compression, the capabilities of tamper location, security and so on [9] [10] . With the development of the image-related technique, new kinds of image editing or content tampering are becoming more popular. For example, texture replacement only change "parts" of the content of an image, so the image content authentication or tamper localization become more difficult. These new attacks are introduced in this paper.
This paper puts forward a semi-fragile image watermarking algorithm based on correlation to An Image Authentication Scheme Based on Correlation Daxing Zhang , Shiming Liang, Zhigeng Pan, Haihua Li, Xin Liu authenticate image contents. The first section is introduction; Section 2 is the detail of watermark embedding and Section 3 describes the steps of watermark detection; Section 4 is the experimental results; Section 5 describes the algorithm comparison; and the last section is conclusion.
Watermark Embedding Scheme
The low frequency DCT coefficients of image contain main energy of an image, and watermark signal derived from these coefficients can represent main information of an image. In this paper, a 12 bits long watermark related with low frequency DCT coefficients after quantization is used to guarantee a good positioning accuracy.
Correlation definition
Correlation is used to detect watermarking in this paper. Correlation formula is as following:
Where, w k is the watermark signal which is derived from low frequency DCT coefficients of image block, c k is the middle frequency coefficients which are selected to embed watermark, and subscript k denotes each bit of watermark or coefficients. Step 1. Convert original image from RGB to YIQ.
Watermark embedding steps
Step 2. Subdivide the Y component into 8×8 nonoverlapping blocks. Let original image I={f(x,y), 0≤x≤ M, 0≤y≤N}, then the subdivided image can be denoted
Step 3. Perform DCT transform in each block P i,k =DCT(B i ), i represents the block number. k represents DCT coefficients subscript.
Step 4. Zig-zag scans DCT coefficients of each block. The first 12 low frequency coefficients will be selected as image feature, and be quantified using JPEG quantization table (QF=45).
Step 5. The parity of each coefficient is calculated, and we get a 12 bits long sequence for each block.
Step 6. The sequence and a 12 bits long user key are XOR operated to generate a 12 bits watermark signal w i,k which stands for the content of the block. Here, i denotes the block number, and k denotes the sequence of the watermark signal bits.
Step 7. First, calculate the correlation NC 1 between watermarking sequence and another pseudo-randomly selected block's middle frequency coefficients. Choose the different watermark embedding strength factor according the NC 1 . The purpose of this step is to minimize the perceptive damage caused by watermark embedding. Step8. Embed watermark into another pseudorandomly selected block's middle frequency coefficients as following: (2) Where, α is the strength factor, and
, p j,k is the original middle frequency coefficients, p' j,k is the coefficients after embedding the watermark, w i,k is the watermark bits, i is image block number, k is sequence of coefficients.
Step 9. Each image block executes steps from 3 to 8 until all blocks are processed.
Step 10. Convert the image back to RGB format. The image content is remembered by itself and it is capable to authenticate the image content now.
Watermark Detection Scheme

Tampering parameter
The correlations of an original image (without watermark embedded) usually have normal distribution. How the correlation distribution is changed after watermark embedding is the most important thing to authenticate the content of an image. In this paper, we calculate the correlation value of each block first, then we add up the percentage of blocks which the correlation value is greater than α (α is a series proportional spacing value distributed from -1 to 1 ) and get a degressive curve as shown in Fig. 2 . The same watermarked image is then suffered from kinds of tamper or compression operations, and the correlation value of each block is calculated again, then we add up the percentage of blocks which the correlation value is less than β (β is a series proportional spacing value distributed from -1 to 1 just like α), and get several step-up curves as shown in Fig.  3 . The fail detection rate and false detection rate reach balance at the point of intersection which is the threshold with best detection effect.
Neighborhood blocks detection
The watermark derived from the low coefficients of block A is embedded into the middle frequency coefficients of a pseudo-randomly selected block B. So it is hard to determine which block is tampered, A or B, or both of them are tampered.
Figure 2. Determine the parameter of tamper
It assumes that even tamper happened, the main parts of the original image are still keep unchanged or total tampered area is less than 50% , then we can use nine neighborhood blocks to help us to determine which block is tampered with the highest probability.
Watermark detection steps
Watermark detection is based on the calculation of correlation. The details are as below:
Step 1. Convert image from RGB to YIQ. Transform the Y components by 8×8 sub-block DCT, and all coefficients of each block are zig-zag scanned and quantified.
Step 2. Calculate the watermark signal w i,k of each block in the same way as watermark embedding.
Step 3. Get the certain middle frequency coefficients p j,k .
Step 4. Calculate the correlation value NC i between w i,k and corresponding p j,k by using formula (1).
Step 5. The credibility of the block is determined on following rules: 1). Scan all the blocks and tag it as authentic if its NC i >0.4;
2). Scan all the blocks not tagged (that means NC i ≤ 0.4), if the corresponding block j where the watermark of block i is hided was already tagged as authentic, then the block i is tagged as unauthentic.
3). Scan all the blocks which are still not tagged as authentic or unauthentic, examine the nine An Image Authentication Scheme Based on Correlation Daxing Zhang , Shiming Liang, Zhigeng Pan, Haihua Li, Xin Liu neighborhood blocks of the block i, and it will be tagged in the majority of its neighborhood.
Step 6. Transform each sub-block by IDCT, and converse the watermarked image to RGB space.
Experiment Results
The simulation results are achieved in Matlab7.0 platform. Images used to test in this paper are 512×512 pixels in 24 bpp.
Imperceptivity test
The original image and watermarked image of Peppers are shown in Fig. 3 . The PSNR of image Peppers is approximately 32.29dB. Generally, two images are found to be similar perceptually when PSNR is approximately 40 dB [12] . Though the value of PSNR for the watermarked image is degraded as compared to the original image, the tests still indicates that there is no perceptive damage to original image. 
Conventional operation test
Conventional image processing consists of several "basic" functions which are storage reduction, noise suppression, edge enhancement, edge smoothing and contrast enhancement. Lossy compression, such as JPEG is a commonly used method for photographic images to reduce storage. The degree of compression can be adjusted, allowing a selectable tradeoff between storage size and image quality. Image filter is widely used for enhancement of the digital images and impulsive noise reduction in color and multichannel images. It makes images easier to read and more attractive visually. File format conversion is often used to let digital image suitable for kinds of applications. Histogram equalization is a conventional operation to enhance contrast of the background and foreground. All these image operations are harmless to image content, and the authentication system should tolerate these normal image processing and can distinct them from malicious tampering. Table 1 shows the results of watermarked image authentication. The test is taken on Lena image, and NC means the average block correlation of whole image. The total authentication results are acceptable and it is tolerant to normal signal processing. 
Malicious tampering test
In this section, we present the results of image content malicious attacks to our scheme.
Object moving
Image object moving or deleting is a usually used method to change image content. An object in image watermarked with our scheme was maliciously shifted to a new position as shown in 
Texture replacement
Texture is an important attribute of image. Texture replacement in real images has many applications, such as interior design, digital movie making and computer graphics. The objective of texture replacement is to replace some specified texture patterns of special region to modify the content of an image while preserving lighting effects, shadows and occlusions. To achieve convincing replacement results, we have to detect texture patterns and estimate lighting map from 
Holliman-Memon attack test
Holliman and Memon proposed a counterfeiting attack in [11] [12] . The attacker divides the image into non-overlapping blocks and for each block performs a search in the set of authentic blocks. The original block is replaced with the most similar block to maintain perceptual quality of the forged image. Thus the attacker creates the forged image by a collage of authentic blocks and the forged image is authenticated using block-wise independent watermarks. HollimanMemon attack is also called collage attack or vector quantization attack [12] . Fig.6 is the results of watermarked Lena after Holliman-Memon attacked. Other traditional tests also show that the watermark algorithm is sensitive to image content tamper and it can be used to detect content tampering.
Algorithm Comparison
Li notices that leaving most of the DCT coefficients unmarked results in a security gap for attacks to be mounted on them, and then proposes a fragile watermarking scheme for authentication of JPEG images to overcome the shortcoming [13] . Yu et al. improve Li's scheme in [14] and give theoretical proof. The algorithm is based on the DCT coefficients parity after non-overlapped subdivision. For each image block, the proposed scheme keeps four middle frequency points fixed to embed the watermark, and utilizes the rest of the DCT coefficients to generate 4 bits of watermark information. During the embedding process, each watermark bit is embedded in another image block that is selected by its corresponding secret key. Because the algorithm is similar with our scheme, comparison is tested between two schemes. Fig. 7 shows the PNSR difference of two schemes. Our scheme has low damage to original images.
(a) (b) Figure 7 . Imperceptivity test (a. Our scheme, PSNR=31.52 b. Yu's scheme PSNR=30.10)
Yu's algorithm reduces the probability of false detection to nearly zero and it has good ability to locate tamper position. Fig. 8 shows the result of authentication after JPEG compression. The medium quality (Q=25) photo uses only 4.3% of the storage space but has little noticeable loss of detail or visible artifacts. The authentication result of our scheme is better than Yu's schemes, and can meet real application in some degree.
(a) (b) (c) Figure 8 . 5% JPEG compression test (a. watermarked image of our scheme. B. authentication result of our scheme; c. authentication result of Yu's scheme) Fig. 9 shows the result of authentication after malicious operation. And our scheme can correctly locate tamper position, though Yu's scheme seems more precise.
(a) (b) (c) Figure 9 . Malicious attack test (a. watermarked image of our scheme after malicious cut operation. b.
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Conclusion
In this paper, we propose an authentication watermarking scheme for JPEG images based on correlation. The proposed algorithm is robust to JPEG operation and is sensitive to content modification. Simulation results have proved that the proposed algorithm can be used in JPEG image to distinct harmless compression from malicious tampering.
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